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Cszf_sécurity Part

| Module 1: Cyber Security Fundamentals in the Industry environment

Cyber Security Introduction
Cybersecurity CIA

Cybersecurity fields Mindmap
Cybersecurity main terms and concepts
Threats

Threat Actors

Counter Mesures

Malewares

Hacker Types, Groups, and Levels
Hacking Phases

Introduction to HackTheBox (HTB)
Introduction to TryHackMe (THM)

Module 2: Operating Systems Security Fundamentals

What is an operating system.
Open-source vs Closed source
Running Virtual Machines
Linux

CLI fundamentals

Topics: Basic Commands, Git, Editors, Crontab, Bash Scripting, Network Commands, etc..
[Linux File system

Basic Linux commands (Navigation, create directory, copy, rename, delete, etc...)
Managing processes

Managing services

Basic troubleshooting

Packages installation and repository configuration
Systam performance check

Linux firewalls and IP tables

o Running docker an linux

&  Windows
CMD fundamentals

Windows services and processes

Windows authentication

Windows groups and permissions

Active Directory and Domain Controller

Group policies

Windows logging

Windows remote administration services

Domain name servers

HyperV

o  CAserver

e Introduction to OverTheWire

¢ Bandit Challenge

O 0 00 000 C0C 00

@]

cC 00 0 C0C 0 0

Module 3: Cryptography Fundamentals
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Encoding

Hashing

Symmetric Encryption
Asymmetric Encryption

Module 4: Networks Security Fundamentals

e OSlvsTCP
e (isco Packet Tracer
s  Main Network Concepts
e Main Network Protocols
o  Ports and Services
® (P addressing and subnetting
& VLANs
*  Routing Protocols
o Internal Routing Protocols
o  External Routing Protocols
e  NAT and Port Forwarding
s  Network Packets Capturing
o Wireshark
o tepdump
e Firewalls
o Zones and firewalls
o ufw
o windows firewall
* WIiFi Attacks
e Network Scanning

o Host Scanning
o Port Scanning
e  Basic Network Troubleshooting

Module 5: Cloud Security Fundamentals

Cloud Fundamentals

Cloud Service Models {laa$, Paa$, 5ass, and Xaa$)
introduction to Azure

Building VMs and cloud envircnment on Azure
Cloud Security Services

Module 6: Offensive Cybersecurity

e Introduction to Offensive Security and Red Team
¢ Offensive Cybersecurity Terminology
e Attack Phases

o Reconnaissance

o Scanning

o Gaining Access

o Privilege Escalation

o Hiding Tracks

o Maintaining Access

o Data Exfiltration
& Attacks
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o Topics: Injection, LFI, RFl, IDOR, Broken Access, SUDO exploitation, SUID exploitation, etc

e Tools and Scripts

o Topics: nmap, burpsuite, hydra, john, dirbuster, responder, etc..
Application Security {OWASP Penetration Testing)
CVE
MITTRE ATT&CK Framework
HTB $P (TIERQ, TIER]L, and TIER2)}
Red Team Engagement Report

Module 7: Defensive Cybersecurity

Introduction to Defensive Security and Blue Team
Defensive Cybersecurity Terminology
o Topics: SOC, SIEM, SOAR, XDR, IDS, IPS, NAC, DLP, TI, IR, DF, Honeypots, etc..
Security Operation Center
Junior Security Analyst
SIEM QOperations
o Splunk
Log collection
Log analysis and identify logs of interest
Alerting
Threat intelligence
MITRE ATT&CK Navigator
incident Response
Digital Forensics

Module 8: Administrative Cybersecurity

1S027001

Security Standards

Security Guidelines

Security Procedures

Security Policies

Auditing

Compliance

Risk Management

Managing Cybersecurity in the organization

Module 9; Programming

Introduction to Python

Python libraries and installation
Basic knowledge about QS library
Working with APls and JSON files

English skills Part

e Effectively communicate through verbal and oral communication and improve the
e listening skill
e Practice effective conversation, interaction in meetings and negotiations
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Understand and express points of view in a clear and understandable English language
Gain confidence in using English Language

Create structurally effective, grammatically accurate, and contextually appropriate
documents

Familiarize students with the non-verb parts of speech in English. (Nouns, Prenouns, and
Interjections, Possessives and Adjectives, Determiners/Quantifiers and Adverbials,
Conjunctions and Prepositions)

Strengthen the use of verb tenses in English, focusing on those tenses that are most
common in day-to-day activities

Facilitate the learning process, and eliminate the fear of communicating in English
Learn the parts of a technical report and how to write it

Soft skills Part

Introduction to Soft Skills
Communication Skills

Presentation Skills

Time Management Skills

Body Language & Etiquettes
Group Discussion & Interview Skills
Preparation of CV

Emotional Intelligence Skills

Life Skills
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The below items should be listed in the bidder’'s financial proposal and their prices should be included in the lump sum price:
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